KONus
BEPHA

JIMPEKTOP
KoHTponbHbie cyMMbi $aitnos gUCTPUBYTUBa M MCroNHAEMbIX Gaiifios nocne 000<KoHOUJEHT»
npoxoxaenus C3U HCJ Dallas Lock 8.0-C uHcniekyuoHHoro Kontpona B 2017 rogy,
B COOTBETCTBMM C M3BeljeHneM o6 nameHeHun 48957919.501410-02 30.06-2016 Kv3HE 4oB A DL80.SecServConsole.msi | 8cf167afb329a640a0230f8bb03f3bb1
or 16.12.2016 T
NMPUNOMKEHUE A DL80.SecServManagermsi | cd3740f69db0bf5013268d5b938584d3

g, > Mpumeyanue 3. KC ¢paitnos paccumtaHbl € UCHO/Ib30BAHNEM NPOrpamMMbl DUKCALMM 1 KOHTPOAR
UCXO[HOI O COCTORHMA, BBTOMATYU3UPOBAHHOMD KOHTPOAA LIENIOCTHOC T MHGOPMALIMOHHBIX MACCHUBOS
«Fsum Frontend» ¢ ucnons3zosanuem anroputma MD5. «Fsum Frontend» ABnAeTcA ceoboaHo
. pacnpocTpaHAeMoi NporpamMmoi, NoaaepKmsaeT 96 anropuUTMOB, a Take Co3faHme 1 cBepry daiinos
\\ SFV, MD5, SHA1/SHA2. Bepcua nporpaMmbl floCTaBNAETCA Ha KOMMAKT -LMCKe U3LeNNA.

KomnneKkTHOCTh NporpaMmHbix cpeacts C3U HCLO
1. KouTponbHbie cymmbl (KC) dpaitnos auctpubytmsa C3 HC Dallas Lock 8.0-C nocne
VHCNEKUMOHHOI 0 KoHTpona, npowepwero 8 2017 rogy (tabaunusi A.1-A.3).

Tabnuua A1

2. KoHTponbHble cyMmbl (KC) ucnonsaeMbix Gannos, ycTaHaBAMBaeMblX Ha
| TexHnueckoM cpeicTae (Tabnuusi Ab. - A7),

O
=yl
DallasLock8.0C.msi 62421504 5509aadd / X /4 Tabnmua Ak
2 DLB0-C.SecServermsi 14759336 58cce8e9 f
3 DL80.SecServConsole.msi 9979904 5ab70cff . - HKnuenrckan vacrs (x32 . .

1 AdmShell.exe 12311768 736adal5
4 DL80.SecServManagermsi 8622080 O4ceDaca 2 Blockicon.exe 8057048 2a192b3b

o T —— o — e 3 bootmgfw.efi 578304 5cb4d686
Wroro: davinos - & 52bck4Dl 4 DlAutPdlL 4502232 6db0deea

A L A 5 DiClipboard.dil 3021528 7d2dc8fb

TMpumeuanue 1. KC paccumtansi c Mcnosib3oaHmem nporpammsl OUKC 2.0.1 (Fix-2.0.1) (paspaboTumk ‘75 gllclouc:;dll 293 gzg ?;’}Zegga;
- 3A0 «LibV1-cepsucy, cepTudmKat cootsetctana GLTIK Poccn N2 913 ot 28.05.2004) no anroputmy KC g Jlg\jgt :\)/:d“ nggg 592[;55c9b
e g didisk.sys 1096920 deaec2fQ
Ta6 A2 0 DLDSS097.dll 3156696 66dc903c
ke 2l 1 DLDS8097U.dIl 3157208 a860d7a0
= 2 DLEncrypt.exe 4625112 a71ed0dg

3 DLeToken.dll 3047128 f8d26702
4 difirewall.sys 1658584 0b872567
DallasLock8.0C msi 6d22e3802800d248514f32¢1485b49f0361a6F3392444e475ff56c8e5ef 5 DLFlashDrive.dil 2956504 d2d99564
o 7a735 6 difit.sys 1752280 cbb8f62d

7 DIGDIPrint.dll 3122392 c52dd3ba

; 66770343c7d9894a155daaab6d407 ac8b4d069e3f7e7f6d48161bbf78 8 DlGina dil 3166936 9c012che
DL80-C.SecServermsi el4a0b 9 | diHDD3.dat 4192 dcbb24db
20 diHDD4.dat 13088 4f7¢8023

21 DLHIDILZ2.dlL 2974936 9303ef2a

DL80.SecServConsole.msi g??g?:i 6e6af706162a933dd928868f1a080e7bf4f4153e5cc461¢79362 55 dlhwetrl.sys 120024 555039dc
23 DLHWLib.dIl 2845752 e2807392

24 Dlnst.EXE 5345008 1b7aecb4

DL8O.S . | 39434cakleddbeal5h8e0cOf4f6404cfB8f89402e1cf754ae73d 118110 25 :)ugz dil 3127000 32b52011

.SecServManager.msi Al

f7206 26 DlipsEngine.dil 3081432 66906542

27 DllpsService.exe 2892856 Occafc08

Mpumeuanue 2. KC $aitnos paccunTaHsl C UCNONL30BaHUEM NPOrPaMMbl PUKCALMUM N KOHTPOARA 28 DLJaCartaGOST.dll 29879544 ab3ef962
MCXOHOF O COCTORHMA, aBTOMATN3MPOBAHHO0 KOHTPONA LIENIOCTHOCTY MHGOPMALIMOHHBIX MACCUBOB 29 DL JaCartaPKI.dll 2879544 5326981b
«Tpadaper 2.0» (ceptndunar cootsercrems OCTIK Poccvn N2 2031 01 03.02.2010). 30 DiKerber.dll 2967768 bec32537
31 dilives.dil 29313928 1d5a7c66

TabnuuyaA3 32 DiLoader.dat 147613 7059a7a3
33 dllwf.sys 68824 76ae5831

34 DLRutoken.dit 2857528 61532294

35 DiSave75.exe 2938072 2d3a0309

3 2

DaltasLockB.0C.msi 4alkkB589C31357eckf36210616dda2 22— dehaxtdll 7820e00 Secheels
- 38 SaveCfg131.dll 184536 2cBeab%8

DLBO-CSecServermsi | 2ab2df2c67452009965a7bd 12809076 e AT SEoin
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L MPEKTOQP
JOO0«KOHOUAEHT» Tabnmua A.7
& - . : . - i T - 35\
40 [ TestProg.exe 477154k 090aac51 KY3HELOB I]. A. L e . e :
41| ZPSSHELL exe 4645616 26t4127a G Lo8 1. A _~ Cepsep Besonacrocyu, Koncons C6, M ep Cb (xb4 _
| Wroro: dannos - 41 ] 127260379 31d5¢784 - 1 Consolelnstall.exe 5417688 ad02e5d9
VA 2 DiRemotelnstallService.exe 108272 97fd7b32
Tabnuya A5 - 3 MSBInstall.exe 5416152 4742dfcc
4 SecServer.exe 8635608 7520c344
5 SecServerinstall.exe 5588696 f3d383c9
- 6 SecServersManager.exe 12795608 5dc72c9f
1| AdmShellexe 14069976 597de6b6 | senverConsoleexe —mlﬁi@’gﬁg—:ﬂ%ij
m .exe e T = : 1 g
2 Blocklcon.exe 9118424 fe3ae7ch L4 B -7 54105064 57811
3 bootmgfw.efi 592192 3fb81246 TMpumeuanne 1. KC paccumtansl ¢ MCronb3osaHmnem nporpammb OVKC 2.0.1 (Fix-2.0.1) (paspabotumk
g‘ gtéﬁtzggr T g}jgggg 5d‘/‘ggssg -3A0 «L{BU-cepsucy, ceptudmxat cootsetcteua OCTIK Poccim N2 913 ot 28.05.2004) no anroputmy KC
~pH0arg. a8arnce «YpoBeHb-3».
g gllccl:e'-::l%?cl)lv dll gﬁgm éggg;i Mpumeuanue 2. ®aitn DIGina.dll yctaHasnusaetcs, Tonsko ecm TC pabotaeT nog ynpasneHyem OC
8 DICryot Svs' 59096 0259020 Windows XP, Windows 2003. ®aits1 DICredProv.dll ycraHasnmsaetca, Tonsxo ecnv TC pabotaeT noa
9 dldisk.s;/s 1543384 83a1a417 ynpasnexvem OC, HaumnHan ¢ Windows Vista. Qaitnbi DISave75.exe n Savelfg77.exe ycraHasnvBaiotca
10 DLDS9097 dll 3594456 125966dd TonbKo B npauecce obHosnenya Dallas Lock 7.5 v Dallas Lock 7.7 cooTeeTcTBEHHO.
1 DLDS9087U.dil 3584968 90f35d29 Mpumeuanue 3. Qavmbl Dlinst.exe, SecServerinstall.exe, Consolelnstall.exe, MSBInstall.exe,
12 DLEncrypt.exe 5845208 7533¢933 DIRemotelnstallService.exe ucnonb3yioTca 0AHOBPEMEHHO M Ha 32-6UTHBIX, U Ha B4-6UTHBIX Bepcuax
13 DLeToken.dll 3475160 98e80c31 oC.
14 difirewall.sys 2364632 135468ee Mpumeuauue 4. B cnydanx, KOra KOHTPObHBIE CYMMbl HEBD3MOMHO CHATL ¢ painos,
15 DLFlashDrive.dil 3381704 ce88983b pacrnonomeHHslx, HanpuMep, B nanke C:\Windows\System32, 1o ganHbie ¢aitns Heobxogumo
16 diflt.sys 2541784 b02a4386 CKOMUPOBaTL BO BPEMEHHYIO AUPEKTOPMIO (Manky), ¥ KOHTPONbHbLIE CYMMbI CHUMATh Ye C 3ToM
7 DIGD!Print.dll 3586776 d68d63f5 BPEMEHHOW QMPerTOpUn.
8 DiGina.dil 3652824 5f4bf030 p peKToR
Zg gth'Dt'LlD dil 31‘;_’173921028 Z?.a?hgf[g 3. KoHTponbHbie cymmsl (KT) ucriontaembix Gainos, yCTaHaBNMBAEMBbIX Ha TEXHUHECKOM CPefCTBe
IWCTFL.SYS € 1C. =
21| DLHWLib.dll 3385560 b1481119 e A D=5 L)
22 Diinst.EXE 5346008 1b7aech4
23| Dlips.dll 3619032 40721064 i
24 DllpsEngine.dll 3514072 94d01f32
25 DlipsService.exe 3410136 93bf057f
26 DLJaCartaGOST.dll 3407576 6dd1b2b3 ; T : AR Y30Th -
27 DL JaCartaPKLdll 3407576 30494812 AdmShell.exe Oaecke57c8cafB225bfhab7418f5896b546eb11d1efbab54044287 185d87eadb
28 | DiKerberdll 3397848 b8562eb9 Blockicon.exe 525223091947ea04912705734431ec666ed080527d9a122c2ch 1553624 1445
29 | dllivesdll 3359448 037cfa38 bootmgfw.efi 5966255a26303722183c1ca2df1 1d8e568681284777ac3d040ca5b5bcI0d6624
30 dilwf.sys 87256 9286628 DIAutPdIl aBee296adfb5447e981adb70f86b674b2d4caf5ed2c266¢cal77214108fc5 1169
31 DLRutoken.dll 3385560 1dSee374 | DiClipboard.dll 0fda1f05f3b8d45cfab22elbBalbbdbf2f92da187ce92cc549a661324ea52568
32 DiSave75.exe 2938072 2d3a0909 | dicloud dil chaaf373ae94a8d2348dde2e053308aa31403453b098e5f397e9c85eh19b7fa
33 dishext.dll 8849464 ab2a2bge DiCredProv.dil b95738efcs 11e82cb024db5f3a1e3436216459b46f0ffeS49dh759d48329aafc
34 ExitWin.exe 5491928 8ceebb72 DICrypt.sys 5947h8bch8855325832d275¢6a450f3e08d0e4f6884d7f026483147b3dd18bdc
3 5 SaveCfg77.exe 184536 2c8eab98 | didisk.sys 76a4f77f15aa1dech07f4cb2f7074c2dde52fd4d592a954a9b66d825a5d38a42
36 TestProg.exe 5812952 1141c72d DLDS9097.dll 267ac839b6114ebI3bb5455ecad356969db7f36¢ 1 2fc90b53bebdfchb6885eal
37 ZPSSHELL.exe 5692120 83393580 DLDS39097U.dIl a86aB34418df9de0752ced8f30530be9b7439ec2ccb0cebee37d4c80656bdd30
L Wroro: dainos - 37 v 143456672 De4B4d18 DLEncrypt.exe f34e33hf87f3ed25df9c4591f8379d96649a0dbdaB843c38999¢185d6fc2076
TabmuaAB DLeToken.dll 0c2fa0266c6ed0d763 100bbb0f6 127f215287ff043325f39258359b13¢80133
i difirewall.sys d0a644857c0996d70dfe49c 1a67ad9acc504acf6857e8c 17 1eb0e51d6e6101b8
| DLFlashDrive.dil 705742f06240bf9ce3d8710f02c0d86 15d3081f990215a011840062089¢c60b7
| difit.sys d1f826edc8882c4181bd788¢5790be3df343(32f77b63f5d8e3 16e8e8a5d94fa
B ____ CepBep BeaonacHoety, Hotcons CB, Mewemnep CB . DIGDIPrint.dll fcfl67794fa35d2852c9814c5528e3bc 1b31ae164007a20f9 17e88f3c0ad8b2b
1 Consolelnstall.exe 5417688 2d02e5d9 DlGina.dll ab63b09aaa7b2e55e6375ab1413e6ea064c85h7c1602400841a322a9e7072%ed 1
2 DIRemotelnstallService.exe 109272 97fd7b32 dIHDD3.dat 28d3a4f1eb0e377680b 14f2edf858e03aaald0eb2179e6c86dab3103ba7357 15¢
3 MSBInstall.exe 5416152 L742dfec dIHDD4.dat 22e10202296e4¢716cdfdbfc4d82 1bb2chd7c69b1145b251d717e2226ch4e04b
4 SecServerexe 5808280 23b7a48a DLHIDILZ2.dl bdaaf63e658d65865049d8c7e25¢7806f26d111a8ad39ff278b254b1de0672a3
5 SecServerinstall.exe 5588696 f3d383c9
6 SecServersManager.exe 11220686 ef1af823
7 ServerConsole.exe 13858008 _1£70407¢
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dihwetrlsys fec2a34eBe7b51c37ce1378424128108b23d5708sbes T3 0aSiT T Q0<KOoHONAEHT> dishext.dll 432ef8443 0641 6b139364c4F454828080b2a66730258  ea7 P65 J9aT0E
DLHWLb.dll b859F5717dbdf1a029¢3f2a004574  aedhabld304ch 1a] cBedfdg ) ab ExitWin.exe d7eaBl/c696a533da926e34a587b167250375620646997 chSe3cB1 FaBchIca0e
Dlinst EXE cd1fdcg Thb2cae 1236502122833 18abfedi 1 3ect7  di3eeh0B4afb1 e ] . SaveCfq77.exe | fdch5375ccBcD29abb7br1 bek3b7abb74b257b83 15b50bfabaa? 73470067 1129
| Dlips.dil 3dd1ce7d8389501d6a895683d24 37bfc03c456d986998cb618f121b98catzfa | ' SHELU 0B J]. A TestProg.exe 394209186b1017e318ddbch72e007d0e9dd8 1ce29b38a8baccfdef0d3799c5ce
DlipsEngine.dii A18f0&145c3c52336ec081eadIaBSOaerZeﬂbOcSlbcbe’lfGchSbZameages ZPSSHEL L.exe 9a0f58e05e126c8ad7a 5047870861a1174978584eb0be26dd9ebb8144c85d86
| DllpsService.exe af446da36f06f7ef7c9d70ba2ff1028c82dOAcHA74f54c5 1602 8f2897be3d0
| DLJaCartaGOST.dll | 270dc9c39fd83cfbdfc623860634db29ch3aakB3b0cr 2 dfe 200563005 TabnuuaA.10
| DLJaCartaPKLdll | 5d9896abc7491758c36ca2c00486beb7eb2dac 1bd657 e dadl shiics 1823555 e
DiKerberdll fff80d92a81309abe6512e242ed8h97afb76534F5bbbbb29a0307425 d03L o

dllives.dil d5190f4caa39981dc08dB2cF3cb5ad76064595c038b9bab3dch o B8 18 Fi . - .

. Ce bezonacuoctu, Noncons Cb »
d[’l‘l'-vj’fa:"/i"dat 3;?gﬁg?zfg%ggi?2;%322:%3%2%;gggz3:21fzctigﬁi‘;g%i%?ﬂfggfggfzsﬁz Consolelnstall | 36636bb27c5bdb8I66d667e08243558¢141e3a75e5462307 Fa000E5d5a8 108 L
- exe

%l%"—;g%—— ;g;ggﬁ?gg‘ggi%gggggggjjggzggg%gg;g‘;‘s’gﬁ’gﬁg?ggg;gﬁggg’ffgs DIRemotelnstall | 14052a970a66cab0ed73052c86002733d655394b53054checB 85307511330
BT TR T e |\ | Service.exe

dishext.dll df0d81e64dadc 150245477 act24ab4b7990d3ba%b4F cBee 1 7h7eb7B8a53e i

Shex MSBinstallexe | 60288ca1b0df5305Fa7040c057160a58433c2200 15605 T 37,6 cadb TE To5haT

ExitWin.exe £37032ch1d1d25ch104270c31¥18f4ab7d5e5b 8249467 4fbbBa791 3f5thdac | SecServerexe | 0097e2bd9687cab7a767db3 1 fdcc7588a0a27F71147918350che0MicT 1607775

SaveCfg131.dil fdch5375cc8c029abb7bf16c43b7abb74b257b83 ] 5b50bfabaa?734790671129
SaveCfg77.exe 572f23766c7b12757da75588ef4dd364a3360278503bb 168e9da0a7 | 80f084b2

TestProg.exe 7d2835e6fd4befdc4766b5293c0c2c0sad524bd3ffeb5319e00e | 9bb8ff84aBd
ZPSSHELL .exe d02c960f4179804f566¢7d30dc5491430a2edbdds 1 83eab8cfba745272322f9d

Tabnuua A8

SecServerinstall | b6b0d593e5¢8f00f8ce0d0504ebddcd4aabbl53d84370] 2c¢5947033ac7a1b137
.exe
SecServers 628b881c40c29bcBd4b6764e32b96e3c563704066bd8 1066651 5a2620d43402f

Manager.exe
ServerConsole | aa2a05c6dcc7fa8948a1c9eee84d097006e01 3cb4ect2008c4fb1f5524b2fe 16

exXe

TabnuuaA.11

MeRTCKan

f4h7e05326964678af9065af 1df0c2b43d733b

AdmShell.exe 1df0f318ffc169d7eccd90chcH]
Blocklcon.exe 7cbbbcbeadfa790b1a0746a827f301463e88933ef8aa0eb6da06 1 78306¢cictf
beotmgfw.efi 0f18e58a11660511fd133472dfd08bdf17ccf5d95f8a0ae0f 3651401 afhbisi, ____Cepsep Beso ) x66) .
DlAutPdll 137f8de4Ba7e 16404793 1e3a9732d82 1ee9d0F73fbabeBab7e9ach0] feh233F Consoleinstall [ 36636bb27c5bdb8966d667e08243558¢ 141 e3a75e5462307fa80065d5a81084d
D{Clipboard.dll 5f7a1401162921d372bb0df1 256db8c5249285 | ehe 1027885 f52076¢ 1546¢0 .exe
| dicloud.dll 286691459235a0700e7076b621h54e6e3b37fd 1a98c7c2e92b757eheb9e5e50 DIRemotelnstall 14052a970a66cab0ed73052c86d02733de5a394b53654c4ccbc85a0751113c20
| DiCredProv.dil 43567db7d0eedf8db75a8cebee2b2bfaB0ed0f3f30a41170ch7 2285 1 32672 Service.exe
DiCrypt.sys e19a7db419b1 5d8ab975253b99a0c02414600e3ec9876ddf6063b0c987c68601 MSBinstall.exe | 60288calb0dF5395fa704dc057160a59422c220015605F3FF46cadb b e5b41
| didisk.sys 706cbbf7c39a76ca8507d1a564e708acadb5dc0ch 1abeb ecb3765chfaefa85d SecServerexe cf4397165c968674a8c965b82c060b2db533960e8c4729b9272033debdbddd T c
DLDS9097.dll 70b4eb3c29bbd3d709c5e4b6daadB370433c¢ 7a42a0730b24c83e83246e6e60227 SecServerlnstall | b6b0d593e5¢8f05f8ce9d0504ebddcdbaabbl530843701205047033ac 7210137
DLDS9097U.dlL 53a3fae34b22f75d9b683a3f22efc657ef2707df2d1 356e8abf6588560a4e5e6 .exe
DLEncrypt.exe ebe0c3f00292c8b5a737 1fdb3262a050840f0e 38ddf74d2301520baf9864f0c SecServers 266947f5e7fc615cbe00ech5584b85035228b 1fa0bf932615b650F15767830F1
DLeToken.dll 11d6028ef7a52a91a9692ec04747 1626503707 1b41c1 22¢474d9df7ec75bd7eb Manager.exe
difirewall.sys acc922bfeac2963fc70060da704dhd7cdf5e0129d615Fa3 7fc7304abbc4545F ServerConsole | 192563a283a7769e29d162f1 ee3d28023 72057d06abed9d69a32ddf7a01hbch0
| DLFlashDrive.dil | 785338b84b9ded3ff5c34fd2067F4978e2fe 1057cdc06abbbAb ] 485a3b5d0a61 .exe
difit.sys 0722884 1cef750e2d2bchd623d693932bb3eed2e3efh33ef36344F6d6a8a1 b36 &
DIGDIPrint.dlii b56b10c10027d6eaf1a6fba7070826e298¢ 1 edbbfOdbdff49 144484 cdB85%ada3 Npumeyanue 1. KC paccuurams nporpammoi GMKCALNM 1 KOHTPONIA UCXOQHOIO COCTORHUA,
| DGina.dll adadb06¢c876f39e843feB046894c4bBIE6e79a7 1ac09a7cf5a261 10F082949b2 BTOMaTU3UPOBAHHOI0 KOHTPOJIA UENOCTHOCTY MHPOPMALMOHHBIX Maccueoe «TpadapeT 2.0»
DLHIDILZZ dlL eBle3ah6224be5c0b083131he5c849f7ac0994dd5e353F45173be2bbA93FaB0F (ceptumkar cooTseTcTUA OCT3K Poccuy N2 2031 07 03.02.2010).
dihwetrlsys fc0b72d252093341bc872915bdf7b214c241905d6c9f3a03¢ 75ba75a7bf2ae 34 Mpumeuatue 2. aiin DIGina.dll ycranasnusaetca, TonKo ecnm TC paboTaeT nofynpasnenvem OC
DLHWLib.dil 5f27b332e7c793c1815fc03b6cF7a96672cF39 1007653254 2¢fd713bb 78034 Windows XP, Windows 2003. ®ain DICredProv.dll ycTanasnvsaetca, Tonbko ecn TC pabotaer nog
| Dlinst.EXE cd1fdcB1b52cae 123fff65021aa8c3f3 18ab! fe3413ecf71df3eeb084af611feg ynpasnexuem OC, HaumHan ¢ Windows Vista. @aitnbi DISave75.exe n SaveCfg77.exe ycraHasnmsaioTca
Dlips.dil 670681c118c86a8966a1df8eke57ae1c91629412999¢caf90ce99aF3950b3 1 55 TOMbKO B NpoLiecce o6+HosneHnA Dallas Lock 7.5 u Dallas Lock 7.7 cooteeTcTBEHHO.
DlipsEngine.dll 4fcb864c768a7 1c18be 187fcb51ea54d99a83c69759 160851 56f2a94b0bb030 Mpumeyanue 3. Consolelnstall.exe - daiin NOAB/IAETCA, KOTAa YCTaHAB/IMBACTCA KOHCO/Ib CepBepa
DllgsService.exj 7561e1e0349f2d665df5c3b23e5a51611f30a193b731515094 296 17b98a60ff 6e3onacHocTi. MSBInstall.exe - daitn noARNAeTCA, Koraa ycTaHaBMBaeTcA Menenep cepsepos
DLJaCartaGOST.dIl | e634c69ch2c4fh058f31d5c5M0h4f785td8ef!8664984abd90A4F 15348b80feh GesonacHocTn. SecServersManager.exe - it NOABNAGTCA, KOMAA YCTaHABMBAETCA Menegsep
| DLJaCartaPKLdll | 01984b6d232e082bdd037b5a2e70e28fcfad42f0a9 1586507 6435f5b736a176 cepBepoB 6esonacHocTy,
| DiKerberdil 1cfe2e0275b5a03e8ab3d53f8de51f594958da47loecd231’05b91591305a59bf0 Mpumeyanme &. B cyuanx, KOrAa KOHTPONbHbIE CYMMBI HEBO3MOMKHO CHATH C Gaitnos,
dilives.dll 408f0fc281855c5badfd2a67e2echalc85c61 1a0ed02cfalc72 35b6862d2f05 AW i
PacnofioxeHHsix, HanpuMep, B nanke C:\Windows\System32, To gaHHsle aitns Heobxoanmo
dilwf.sys fad866a254c28ded4d1f3f0d82ch40fe2 1 0f422964e539fechbfefSbcalbaBcf i
DLRutoken.dil 6f17603619c5! 7462df6b8d076d30e49830996533e2ff5c62870d4a74815ccAF CHOMMPOBATHL BO BpEMEHHYI0 AMPEKTOPUIO (ManKy), 1 KOHTPONLHBIE CYMMbI CHUMATh ye C 3Ton
[ DiSave75.exe 36d63c8cd168bd4943d0d904d21db3937029d87501a] ce 15562a3233281c1063 BpEMeHHOM QupekTOpU.



4. KoHTponbHbie cymmbl (KC) cnonHAeMbix

Kornusa
BEPHA

¢aﬁnos. YCTaHaB/IMBAEMbIX Ha TEXHUHECKOM cpefcTee Aj. up E KT op

« HTCKAR vacTb (X64)
aba7700bd924950ffa39f92d602c0c42

913cd49b1728385a1997¢c3ch31168508

QO00<KOHOUJEHT» -
DiCredProvdll
KY3HELOB J]. A. DICrypt.sys
| didisk.sys
DLDSS097.dlL

f1d9e41698d853 193e3e494ebfddfag0

8fb190290fab26c0c7 15afbc776869cd

DLDS3097U.dlL

91223852819770b6103634930d6718de

DLEncrypt.exe

e46267cc78332¢d8daf53776fb6589b6

DLeToken.dll

f4cbB092aa3e1f9d777f251bf615a41e

| difirewall.sys

fef22d1984c1668df51078af627 1bb5a

DLFlashDrive.dil

199d106feBe8eehb7985ce27¢ 1de5d0bf

c687490c05d 14803ee40d3c223f946fa

| difit.sys
DIGDIPrint.dll

(tabnuubiA.12.-A.15).
TabmuyaA.12

AdmShell.exe 53ce7b45db4bf1 9f091 7d00accabedeB
Blocklcon.exe d16badaScab53de00abc781804297ac7
bootmgfw.efi 04522a636702287975965df7a6728bba
DiAutPdll 95f18370b1c29fc4 1b4ac87cff18364a
DiClipboard.dil 429307983bab83 1e129855dabe97ebb5
dicloud.dll ecb33f0a00a2h102fdf110d6eab943f6
DiCredProv.dil 0bbabbB40f45de54c20045d464e90a91
DICrypt.sys 7f612d9db0841d05a659a106{6e88269

| didisk.sys 120221 1dbb792bcfeace7e60ed52b521
DLDS9097.dll 45e5af7c67ab7ear1f64c22be6101971
DLDS9097U.dlL 025f636fa2c74648c029fa795bf046e6
DLEncrypt.exe 439777a2¢79867d4958090h 1e19cfAc2f
DLeToken.dl! 81878c678ce7c2faftd5faa8163363dd
difirewall.sys 2af968a749a5aee5ffhed0e 17b086ad0
DLFlashDrive.dll 7d2aecb791aali 3d01cace8f0fd
difit.sys ba70192c5210c6abde20399abbe7ef42
DIGDIPrint.dil 83dff70fBab1292 15c9ef4ff96ef6c81
| DiGinadil 441¢15208c604e7367bd6530a78d2d60
| dIHDD3.dat d162e49df116a6925¢2c75825ed86835
diHDDA4.dat e01124f01248cc31fd3dfab1403ae92a

| DLHIDILZ2 dli cf388a881f7fhac222a2594686dcf8d1

thwetrl.sys 750a72070877ed93745a9d4ecbecdhSe

DLHWLib.dit 4764665b7fec79443204cbb6d0567965
Dlinst.EXE 0471b4a26016d7265004582c7e23e4b9

|_Dilps.dil c0226705cfebd38069982hcc052559fF

DlipsService.exe

_DlipsEngine.dll o

). 83542bb491be02c0af83388a46c50cc2

4b8cb812231780289484058a5ch6f554

v Adehe[l exe

| DL JaCartaGOST.dll ©83d8ad0bd84340228367902ea5587f
| DL JaCartaPKI.dll 204¢ b 728856
DiKerber.d 10dece3128018c302d7b385f8e4d1190
dllives.dil be8 8de2d!
DiLoader.dat 6a513ec7194a05216552a6798f750377d
dilwf.sys 8debf83de28d392edbdf5h8371ea3caf
DLRutoken.dil 4 1
DiSave75.exe 97521¢28 2b542 4097
dishext.dll fﬂcdogdluﬂd65d4b2b7d3b22873047cf
ExitWin.exe

SaveCfg131.dil 5785 Qﬁggﬂ;ffggZQHgg §ng§§aga
Save(fg77.exe

TestProg.exe 531 1 M&Zﬁs@l&c&ﬁ&t&&ﬁ&

[ ZPSSHELL exe |_1764bb506h3847949623bbd40562c20

TabnuuaA.13

5d494ff5e3c66121291877e584691530

Blocklcon.exe

00daacf611h7258d1e4ef6chof57d33

bootmgfw.efi

cB8956a70e47aa401de4f1fd7d217188b

DIAutPdIl

750ae470702adec3bc55baf31e9978¢

dlcloud.dll

| _DiClipboard.dll

7457998d2e677359d11£530a79805278

94dfb091991d052e40fcbbB4est5b784b

af75225509¢33f8c14525fa%6¢ch3768

[ DlGina.dil

16de99e19786469b6753088791459e89

DLHIDILZ2 dli

bfabc375ebfbbf0ea85b089eecd5f41d

| dlhwetrl.sys

22a880848d6ce2742e5afceSbbcObaa’s

/[ DLHWLib.dIl

8579f8235760c9d 1870ce2cB87F40bfd8

| Dlinst.EXE

0471b4a26016d7265004582c7e23e4b9

57014835bf3ab701e2f0119378e5e3fe

Diips.dll
DlleEngipe.dll

DtipsService.exe

58ad5ac5h4bef82136ed64b92658701e

cd242e0e4c6385dfe0cab562d75a82bk

| DL JaCartaGOST.dll

8d5674e2663572ef6d1e25787fdb4f2

| DLJaCartaPKl.dll

bdcSbfed?4669a0377a25a00b70bd291

| DIKerber.dil

4520a30a2c48ee]a83008e7662d6d8d9

dllives.dil

d208ef066hfd7d85b0d93113689281d7

dilwfsys

521852351801f8f2c9749h56ddc 10269

DLRutoken.dll

8eb51bf9558082b0fbec54262360b027

| DiSave75.exe

97521¢28a8f58c662b542c96a40978f9

| dishext.dil

c04c98ebdB47a21eb300b22251cf7fb5

ExitWin.exe

46f8cc835991ce57e8575bb31ab7473b

SaveCfg77.exe

57e5d0fcalcffaa261193760eb66aazb

TestProg.exe

b01f8b3e7024cb9b2 1cbd5af2242defg

L ZPSSHELL exe

1e4b562ab8b383c2b945dc8c556eh786

TabnuuaA.14

Console nstallexe
DIRemotelnstallService.exe

. Koucons CB. M ep
£3b60dac54f8b7alfa42981e433b110f

ed3d2a41380ae5fd0b47472a139857a

MSBinstall.exe

5calafe79a0804b180e53d7263d898ad

SecServer.exe

db3548221¢cb8c690138dde8c5e8e76ef

SecServerinstall.exe

980b85734eecIbdb472910148490dedc

SecServersManager.exe

ServerConsole.exe

3e45761e94ekeabBc365e31434 1 eackh

40184feabb4eSe57cc7119c6aa9f68b8

TabnmuyaA.15

 Be
| Consolelnstall.exe

3b60dac54f8b7a0fal2981e433b110f

DIRemotelnstallService.exe
MSBinstall.exe

ed3d2a41380ae5ffd0bs7472a139857a

Scalafe79a0804b180e53d7263d898ad

SecServer.exe

ea9fhfe222f42465eda0134135e18dab

SecServerinstall.exe

980b85794eec3bd6472910148490dedc

| SecServersManager.exe

ebcale57a161af2c2cc965bbdd6108a4

ServerConsole.exe

36b229t496428ff4322ab0edfc2c4408




WPEKTOQP
~ »
Mpumeuanne 1. KC paccuntans: MPOTPaMMON GUKCALMM 1 KOHTPONA MCXoAHOMO COCTOAHMS, Q0«<KOHOUIEHT
SBTOMATH3MPOBAHHOIO KOHTPO/IA LIENOCTHOCTH MHAOPMALMOHHIX Maccvsos «Fsum Frontends». Bepcus
MPOrpaMMb! NIOCTABNARTCA HA KOMMaKT-AuCKe n3genvs., CY3HEWOB [].A.

Mpumeyanue 2. Gaiin DiGina.dil YCTaHaBNMBABTCR, TONLKO ecnm TC paboTaer nog ynpasnenvem OC
ndows XP, Windows 2003. ®aiin DiCredProv.dll YCTaHaBnMBaeTCA, ToNbKo echun TC pabortaernog //\ AMEHHO
yripasietivem OC, HauuHan c Windows Vista. Qagin DiSave75.exe n SaveCfg77.exe ycrauasnnaamcn/ Y T
TOMbKO B MpoLiecce 0bHosnenua Dallas Lock 7.5 Dallas Lock 7.7 COOTBETCTBEHHO. P Q(Q
Mpumeyanne 3. Consolelnstall.exe - bain nossnnetcs, korga YCTaHaBNMBAETCA KOHCONb CepB:
6esonacHocTi. MSBInstall.exe - $aiin noaenaerca, Korga YycTaHasnuBaetca MeHegmep cepsepode
GesonacHocT. SecServersManager.exe - $aiin noasnAeTcs, Korpa ycraHasnvBaeTca MeHeam
cepBepos 6esonacHocTy. , :1)
Mpumeyanue 4. B CAYHARX, KOTa KOHTPONbHbIE CYMMbl HEBO3IMOMHO CHATH ¢ dbaitnos]
PacnonoxeHHsIx, HanpuMep, B nanxke C:\Windows\System32, TO faHHble daitne Heoﬁxogl‘h_\fqg
CKONMpoBaTL BO BpeMeHHYIo AupeKTopuio (nanky), 1 KoHTponbHLIe CYMMb! CHUMATL yiKe ¢ 3Tb\\<k
BpeMeHHo# AupexTopmM. N

™~



